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About Information Privacy at UC 
� The University of California is committed to high standards of excellence for protection of 

information assets and information technology resources that support the University 
enterprise.  

� The University processes, stores, and transmits an immense quantity of electronic 
information to conduct its academic and business functions.  

� Without the implementation of appropriate controls and security measures, these assets 
are subject to potential damage or compromise to confidentiality or privacy, and the 
activities of the University are subject to interruption. 

� Details on information privacy are available in the Electronic Information Security Bulletin. 

 
Berkeley Data Privacy - Policy Outline 
� UC Berkeley is required to have strict access control over personally identified 

information (PII) that contains an individual's name or initials combined with a birthdate 
(MM/DD/YYYY), social security number, credit card number, driver's license or 
state identification card number, any type of medical or medical insurance 
information, or any personal financial account number.  

� We refer to this set of PII as "notice triggering data." Any unauthorized access to notice 
triggering data requires us to notify the state and the individual (i.e. student and staff), 
and subjects us to serious financial penalties and lawsuits. 

� Similarly, an individual’s home address and family information also requires restricted 
access control. 
 

UC Berkeley Employee Responsibility 
� It is your individual responsibility to not violate Privacy and Confidentiality. 

 
How This Impacts Your Use of BearBuy 
� To protect individual privacy and manage campus liability, no document with visible 

notice triggering data may be electronically stored or transmitted without the prior 
approval of the UC Berkeley Privacy Office. 

� You may not upload any document in BearBuy, or any other website application, unless 
the notice triggering data and the home & family data is blacked out and completely 
unreadable.  

� This Job Aid provides guidelines for what information to remove from the document. 
 

How to Handle Data Privacy in BearBuy 
� PII, PHI and sensitive or private information should not be entered into BearBuy unless 

absolutely necessary. 
� Only attach or enter information that is necessary to complete and process a 

BearBuy transaction.  
o Include this information only if your transaction will not be processed without such 

information. 

� When attaching documents in BearBuy, attach only the required pages in a document. 

� If necessary, properly redact PHI and sensitive or private information from attachments.  
o Ensure the information is not decipherable in any way.  For example, using a Sharpie to 

redact is often insufficient because you can read right through it.   
� Use software such as Adobe Acrobat to redact information.  

o Contact your department manager or the ITS Help Desk for guidance.   

� Make sure you remove your extra electronic and paper copies when done. 

 
Requirements for Processing PHI/HIPAA Information in BearBuy 
� The Health Insurance Portability and Accountability Act (HIPAA) was passed to protect 

the confidential medical and billing records of our patients.  
� Under HIPAA, Protected Health Information (PHI) is individually identifiable health 

information which is created in the process of caring for the patient, and is transmitted or 
maintained in an electronic, written, or oral manner. 
o If you need to view, use, or share this type of information, you will need to follow information 

privacy guidance and policies.  

 

Remove ALL 8 Supplier or Payee Data Elements to De-identify Data 
TIP: Do not attach W-9 forms to BearBuy orders. 

 

1. Social Security numbers 
2. Home Address (unless the same as the business address) 
3. Home Phone Numbers (unless the same as the business phone number) 
4. Driver's license or State Identification Card number 
5. Financial, credit card, or debit card account numbers, as well as security codes, access 

codes, or passwords 
6. Health insurance information 
7. Passport 
8. Birthdate (MM/DD/YYYY) 
 

Remove ALL 18 PHI Elements to De-identify Data for PHI/HIPAA 
� De-identify the data by removing all 18 elements that could be used to identify the 

individual or the individual's relatives, employers, or household members. 
 

1. Names 
2. All geographical subdivisions smaller than a State, including street address, city, county, 

precinct, zip code, and their equivalent geocodes, except for the initial three digits of a 
zip code, if according to the current publicly available data from the Bureau of the 
Census:  
(1) The geographic unit formed by combining all zip codes with the same three initial digits 

contains more than 20,000 people; and  
(2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer 

people are changed to 000. 

3. All elements of dates (except year) for dates directly related to an individual (i.e. student 
and staff), including birthdate (MM/DD/YYYY), admission date, discharge date, date of 
death; and all ages over 89 and all elements of dates (including year) indicative of such 
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age, except that such ages and elements may be aggregated into a single category of 
age 90 or older. 

4. Phone numbers 
5. Fax numbers 
6. Electronic mail addresses 
7. Social Security numbers 
8. Medical record numbers 
9. Health plan beneficiary numbers 
10. Account numbers 
11. Certificate/license numbers 
12. Vehicle identifiers and serial numbers, including license plate numbers 
13. Device identifiers and serial numbers 
14. Web Universal Resource Locators (URLs) 
15. Internet Protocol (IP) address numbers 
16. Biometric identifiers, including finger and voice prints 
17. Full face photographic images and any comparable images 
18. Any other unique identifying number, characteristic, or code (note this does not mean the 

unique code assigned by the investigator to code the data) 

 
Additional Resources: 
� The UC Berkeley Privacy Office Website: https://security.berkeley.edu/node/35  
� HIPAA 101: Basic privacy training that every employee should receive upon hire. 

http://hipaa.ucsf.edu/education/downloads/HIPAA101Training.pdf  
� An explanation of PHI and a list of the 19 identifiers: 

http://www.research.ucsf.edu/chr/HIPAA/chrHIPAAphi.asp 
� From the US Department of Health & Human Services, an explanation of the Minimum 

Necessary Standard: 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/minimumnecessary.
pdf  

� UCOP Electronic Information Security:  
http://policy.ucop.edu/doc/7000543/BFB-IS-3 

� Legal requirements on Privacy of and Access to Information: 
http://policy.ucop.edu/doc/7020463/BFB-RMP-8 

 
 
 
 
 
 
 
 
 
 

 
 


